OBTAINING DATA FOR HEALTH RESEARCH

The E-Health (Personal Health Information Access and Protection of Privacy) Act
[British Columbia]

BACKGROUND

The ability of British Columbia’s health authorities to disclose personal health information
(PHI) to researchers at educational institutions for research purposes is generally
governed by Section 35 of the Freedom of Information and Protection of Privacy Act
(FOIPPA). Section 35 imposes a number of conditions which must be satisfied before
a health authority is permitted to disclose PHI for a research purpose.

BILL 24

The E-Health (Personal Health Information Access and Protection of Privacy) Act (Bill
24) was passed by the B.C. Legislature and received Royal Assent on May 29, 2008.
It will come into force by regulation. The B.C. Ministry of Health has stated this can be
expected later this year. Bill 24 will:

e amend Section 35 of FOIPPA; and

e introduce new special rules for any proposed disclosure of information
(including anonymized information) for research purposes from
designated “health information banks” (HIB).

AMENDMENTS TO SECTION 35

Currently, Section 35 of FOIPPA contains a blanket prohibition on the use of PHI
for the purpose of contacting a person to participate in the research. Bill 24 will
provide some relief from this requirement by introducing Subsection 35(2), which
would permit contact to be made if the B.C. Information and Privacy Commissioner
(“Commissioner”) approves of the contact protocol in any particular circumstances.
The Commissioner can impose conditions on the manner of contact and the extent of
information communicated. This development will be welcomed by researchers, as a
mechanism will now exist for a researcher to argue the merits of using PHI for contact
purposes in a particular situation.

SCOPE OF APPLICATION OF NEW HIB RULES FOR RESEARCH

Not all PHI held by a B.C. health authority will be considered to be in a HIB. For a HIB
to exist, a Ministerial Order must be issued by the Minister of Health, which will specify
(among other things):
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e who is the “administrator” (data custodian) of the HIB; and
e what PHI is considered contained in the HIB.

To the extent no Ministerial Order is in effect, PHI held by a B.C. health authority would continue to be
governed by Section 35 of FOIPPA. The special rules in Bill 24 would not apply.

HEALTH INFORMATION BANKS — BACKGROUND

In March, 2007 the B.C. Government brought into force amendments to the Health Act which created a legislative
framework (“Old Framework”) for the designation of HIBs. These provisions contained no special rules concerning
research. Although several Ministerial Orders were developed in draft, no HIB designations were ever made under
the Old Framework. Bill 24 is a restatement and amendment of the Old Framework into a stand-alone statute. While
the basic structure for HIBs has been retained, new features have been added. The principle new features are:

e special rules limiting disclosures from HIBs for research and planning purposes;
e disclosure directives by patients; and
e changes to the protocols for information-sharing agreements (ISA).

This briefing note will only deal with one of the new features, specifically the special rules in Bill 24 limiting research
disclosure.

TYPES OF DATABASES
Bill 24 establishes two classes of databases which will be potentially subject to the new restrictive research rules:

*  “Ministry Databases” which are in the custody or control of the Ministry, and prescribed by regulation;
and

e HIBs established by Ministerial Order.

A HIB can have either a health authority or the Ministry as its “administrator”. It may be the Ministry’s intention to
designate basic information databases (such as the provider registry) as Ministry Databases, with HIBs being used
for selected clinical databases, being held by the Ministry or the health authorities, as appropriate.

As a result there could be a confusing array of five possible types of health care databases for research applicants
to access:

e databases administered by a health care body and designated as a HIB by a Ministerial Order
[special rules in Bill 24 apply];

* other databases held by a health care body, but not designated as a HIB [FOIPPA s. 35 applies];

e databases administered by the Ministry and designated as a HIB by a Ministerial Order [special
rules in Bill 24 apply];

e databases held or controlled by the Ministry, and prescribed by regulation as “Ministry Databases”
[special rules in Bill 24 apply]; and

e databases held or controlled by the Ministry, not designated as a HIB, and not prescribed as a




“Ministry Database” [presumably FOIPPA s. 35 applies].

The discussion below deals only with category (1) databases (HIBs administered by a health authority) and the new
special rules under Bill 24 which will affect them.

DATA STEWARDSHIP COMMITTEE

Bill 24 will establish a central Data Stewardship Committee (DSC) having general power and oversight over any
disclosure of information for a research purpose from any HIB or Ministry Database. The DSC will be composed of
a dozen nominees from various stakeholders in the health care field. The DSC will establish policies and procedures
regarding the disclosure of information from HIBs for research purposes.

OBTAINING HIB DATA FOR RESEARCH

Despite s. 35 of FOIPPA, PHI contained in a HIB may not be disclosed at all except pursuant to the special rules of
Bill 24, and as permitted, if at all, by the terms of the Ministerial Order establishing the HIB. As well, for disclosure of
information for a research purpose to occur from a HIB, the research applicant must apply to and obtain the approval
of the DSC. The intent seems to be to also have research requests to a HIB for anonymized information vetted
through the DSC as well.

A research applicant who requires information from a HIB or a Ministry Database may submit a request in writing to
the DSC for its consideration. The DSC has discretion to approve or deny the request. It appears there is no time
limit for the DSC to deliver its decision, and no express appeal process. Bill 24 is also silent on exactly how the HIB
administrator is informed of the DSC decision.

If the DSC determines to grant the research request, the health authority which administers that HIB would implement
that decision and make the disclosure by entering in an ISA with the researcher. The ISA must require the recipient
to comply with the policies and procedures established by the DSC, and if applicable also comply with the conditions
under the “PHI Criteria” (discussed below). If the disclosure is to be in bulk or on a regular basis, the recipient must
meet certain eligibility requirements specified under Bill 24. Most public educational bodies in British Columbia will
meet these requirements.

DSC DECISION CRITERIA
The DSC may approve the request for “information” from the HIB only if all of the following apply:
e the request is for a research purpose;
» the disclosure is authorized by the Ministerial Order creating the HIB;
e if identifiable PHI is also requested, the PHI Criteria (discussed below) have been met; and
» for any disclosure of PHI outside Canada, express patient consent exists.

If as part of the request identifiable PHI is requested for health research, special additional criteria (“PHI Criteria”)
must be met to the satisfaction of the DSC. These criteria mirror the special criteria currently set out in s. 35 of
FOIPPA which should be familiar to researchers:

e the research purpose cannot reasonably be accomplished unless identifiable PHI is disclosed;




e PHI will not be used to contact persons to participate in research (unless Commissioner approval is
obtained);

e the record linkage will not be harmful and the benefits are in the public interest; and

* the DSC imposes specific conditions about security and confidentiality, a schedule for eventual de-
identification of information, and also imposes prohibitions on any subsequent use and disclosure of
the PHI in other projects or circumstances.

ROLE OF THE HIB ADMINISTRATOR

In implementing the DSC decision the administrator would have a duty to ensure that the ISA contents comply with
the PHI Criteria, any conditions the DSC imposes, the general rules applying to the HIB as set out in the Ministerial
Order and with all other aspects of Bill 24. There appears to be no mechanism for the form of the ISA to be approved
by the DSC or the Ministry. Arguably, the risk of misinterpreting a DSC decision would fall on the administrator.

There appears to be no compulsory duty imposed on a HIB administrator to implement a favourable DSC decision.
Certainly, if the DSC denies a researcher’s request, the HIB administrator can make no disclosure. However,
Bill 24 simply enables the administrator to implement a DSC decision, by use of the permissive “may” (and not
“must” or “shall”). It is an open question whether this imposes on the administrator a separate duty to perform its
own consideration of the criteria in FOIPPA s. 35 with its own discretion to deny access, even in the face of DSC
approval. Since Bill 24 does not expressly override FOIPPA requirements, it could be argued that the health authority
administrator must also be satisfied about the PHI criteria, and could disagree with the DSC.

The Ministry of Health has indicated its belief that the administrator would still have its own duties and discretion
concerning any disclosure out of a HIB database. The administrator may impose any additional conditions, in its own
discretion, in any ISA relating to a HIB.

This leads to the strange result that researchers might need to prove the merits of their case twice — once to the DSC,
and secondly to the HIB administrator. Such duplication would seem an unnecessary complication.

CONCLUSION

One cannot say for certain what portion of health care databases held by B.C.’s health authorities will eventually be
classified as HIBs and become subject to the additional complexities of Bill 24. Researchers should monitor these
developments and be prepared, as necessary, to deal with the new administrative challenges awaiting them under
Bill 24.
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